Congress of the Anited States
Washington, AC 20515

June 23, 2017

The Honorable Richard Cordray
Director

Consumer Financial Protection Bureau
1700 G Street, NW

Washington, D.C. 20552

Dear Director Cordray,

We write to you regarding the exploration of alternative data and its impact on consumers’
access to credit being conducted by the Consumer Financial Protection Bureau (the CFPB or the
Bureau.) As you know, alternative data presents a virtually limitless scope of information on
consumers, including payment history of rent, utilities, cell phone bills, small dollar loans, check
cashing, and bank account records. Additional, non-traditional sources of alternative data may
include Facebook posts, capitalization of text messages, email addresses, brand of vehicle, and
educational background.! In the era of hacking and identity theft, we are concerned about the
Bureau’s collection of alternative data and urge you to refrain from collecting personally
identifiable information (PII) in order to ensure that consumers’ sensitive information is secure.

As you know, the U.S. Government Accountability Office (GAO) and the CFPB’s Inspector
General have, in the past, identified deficiencies in the CFPB’s data security controls and privacy
protections.? At the time, the GAO found weaknesses in the Bureau’s ability to evaluate
cybersecurity risks and protect consumers’ PII. While we appreciate the steps the Bureau has
taken to strengthen its cybersecurity practices, any vulnerability is concerning given the CFPB’s

- large scale collection of consumer data in the areas of vehicle sales, credit reports, credit cards,
credit scores, student loans, and mortgages.® Clearly, alternative data presents numerous
additional fields of PIL, and if this data falls into the wrong hands, the damage to consumers
could be significant.

The Bureau has stated that as part of its analysis of alternative data, it will examine access to
credit, complexity of the credit access process, impact of alternative data on credit costs and
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service, implications for privacy and security, and impact on specific groups.* Given the
numerous past data breaches that have taken place at other federal financial regulatory agencies,
including the Federal Reserve,” FDIC,® and OCC,” CFPB data security is of the utmost concern.
This concern continues to grow as the CFPB is significantly expanding its already vast collection
of consumer data in areas it has not previously explored. Reports have indicated that the Bureau
already conducts at least 13 mass collection programs of consumer financial data, including 546-
596 million individual credit card accounts per month, covering 87% of the credit card market;
11 million consumers’ credit reports per month; 195 million mortgages per month; and 700,000
auto sales per month. Additionally, on May 10, the Bureau announced the start of its rulemaking
on the collection of vast sums of new data on small business lending pursuant to Section 1071 of
the Dodd-Frank Act. Institutions that are expected to be part of these new data collection
requirements include bank and nonbank lenders, regulators, consumer organizations, and other
individual businesses.® This future collection of untold amounts of data by the Bureau further
increases our concern about the security of consumers’ and businesses’ sensitive information.
Furthermore, we are not the first lawmakers to express concern. In a 2014 Financial Services
Committee hearing, regarding another database that the CFPB maintains, it was rightfully stated
that a breach of this database could result in significant harm to consumers by the very agency
that claims to be protecting them.’

Furthermore, the Office of Inspector General of the CFPB and the Board of Governors of the
Federal Reserve System (IG) recently released a report revealing significant data security
vulnerabilities at the CFPB Office of Enforcement.!? These vulnerabilities further increase our
concern with any collection of consumers’ sensitive data, such as confidential investigative
information (CII), which may also include PII. While we appreciate the Bureau’s efforts to
strengthen its cybersecurity posture, it is deeply troubling that sensitive information belonging to
the CFPB Office of Enforcement has been accessible to 113 of the Bureau’s employees who no
longer needed access to that data for the performance of their job duties. These concerns and
others raised by GAO, the IG, and other lawmakers raise the question of whether the risks of
collecting and maintaining such sensitive data outweigh the benefits gained for those who are
credit invisible. Additionally, the IG recently released a report addressing security deficiencies
with the CFPB’s public website, and identified risks to the integrity and confidentiality of the
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contents of the website.!! Any weaknesses of the website are extremely concerning given the
nature of sensitive personal information, such as account numbers, that are stored in the
Consumer Complaint Database. More broadly, the IG’s 2016 annual report highlights ongoing
challenges at the Bureau regarding its contingency planning activities.!? At a time when the
Bureau continues to experience gaps in its information security controls, it is unacceptable for
the CFPB to be collecting vast new sums of sensitive consumer data. Given the Bureau’s
ongoing challenges with updating access rights, migrating its information technology systems,
and failing to restrict employee access to the network drive containing sensitive information, we
believe the Bureau must refrain from collecting PIT for market monitoring, supervisory functions,
and enforcement actions. As you know, the Bureau is explicitly prohibited from obtaining PII by
Section 1022 of the Dodd-Frank Act.

In light of these concerns, we request a response to the following questions by July 21:

1. The Bureau states on its website that “we only collect the minimum amount of personally
identifiable information (PIT) we need.”'* On what factors does the Bureau make the
calculation of the minimum amount of PII needed? What cybersecurity measures does the
Bureau take to protect the PII that it does collect?

2. Will the Bureau be collecting any additional PII as part of its exploration of alternative
data? If so, in which areas of alternative data will the Bureau be collecting PII?

3. What are the most pressing cybersecurity challenges that the Bureau is currently working
to address?

4. As you know, in its 2016 annual report, the IG recommended that the CFPB “formalize
insider threat activities through an agency-wide insider threat program strategy, ensure
that user access forms and rules of behavior for privileged users are maintained, and
ensure that a business impact analysis is conducted and used to guide contingency
planning activities.”* Can the Bureau confirm that all of the sensitive data it is collecting
is secure while it is implementing these recommendations? If not, we urge the Bureau to
cease collecting any sensitive consumer data until all IG and GAO cybersecurity
recommendations are fully implemented.

5. What other steps is the Bureau taking to protect against insider threats?

6. Have any “major breaches” occurred under the standards of the Federal Information
Security Modernization Act of 20147
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7. Does the CFPB maintain any server or database on the cloud? If so, are they FedRAMP
compliant?

We look forward to working with you to ensure that consumers’ sensitive, personally identifiable
information remains secure. Thank you for your attention to this important matter.
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